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ABSTRACT

Individualization is an enhancement of existing role concepts by
subjective information demand. Role concepts, which belong to
personalization, grant access to IT resources. This paper prepares
the ground for a context-based approach that provides individual
— as opposed to personalized — access to IT resources in heteroge-
neous system landscapes. A central part of such an approach is
the definition of user context. Here, we provide such a definition,
derived from the state of the art in this field, along with a UML
class model. Our definition of user context is validated by relating
the UML context model to the authorization concepts of SAP R/3,
AIX and Solaris.

Categories and Subject Descriptors

H.1.2 User/Machine Systems: Human factors; D.2.11 Software
Architectures: Domain-specific architectures; K.6.5 Security and
Protection (D.4.6, K.4.2): Authentication

General Terms:
Management, Design, Security, Human Factors, Languages.

Keywords
Individualization, Personalization, Authorization, Human Factors,
Context-awareness, Domain-specific language.

1. INTRODUCTION

The idea of individualization and opportunities for its realization
are increasingly discussed. Being originally a topic of social sci-
ences [5, 9], individualization now catches on in business infor-
matics [8, 16, 24, 14] and in interdisciplinary projects dealing
with cognitive technical systems [22]. Individualization goes be-
yond traditional personalization (such as manual access grants in
particular applications or role orientation) as it does include the
user as an individual with his or her specific requirements.

The need for individualization appears in different forms and is
illustrated by the following use case: A user has to access specific
IT resources in order to accomplish a task in a business process,
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but the required privileges are not assigned to the role the user
takes on. In general, a role is either a formal (business role) or an
informal (functional role) organizational item that represents the
user’s tasks or a formal technical item (technical role) that corre-
spond to a user’s access privileges. A business role represents
only organizational responsibility, not a person’s identity [20];
thus, it cannot be used for individual access to IT resources. Busi-
ness roles include a person’s tasks (process roles in process or-
ganization) and position (combination of organizational unit and
permanent post) [25]. Although many business processes are
technically supported, application and provisioning of privileges
must be done manually, which makes it difficult to have roles
changed in case of, e.g., vacation or illness. Additionally, the
manual processes of setting up accounts, granting access privi-
leges and assigning roles increases the effort to administrate sys-
tem landscapes [19]. Despite automatic provisioning of IT re-
sources (for example with GRC techniques, but only for SAP
systems [19]), there is no end-to-end process for accessing het-
erogeneous IT resources that is user-driven and technically sup-
ported. As a result of vendor-specifics and high security require-
ments in heterogeneous system landscapes, each IT system in-
cludes its own user administration and security functions (e.g., for
the assignment of access privileges) [10]. Hence, the complexity
of authorization management increases in line with the size of a
system landscape [18, 11, 21]. On the other side, there exist man-
agement strategies that don’t apply sanctions against deviant be-
haviour, but even support creative employees. These management
strategies make use of the flexibility and creativity of specialists
and managers, who work in a responsible and independent way
and are often in charge of their own budget, to increase economic
value [5]. However, to apply these strategies, individualization of
software is crucial. We achieve individualization by involving a
user’s context.

In this article, the foundation of an approach is introduced that
allows a user to have an individual (possibly automatic) access to
IT resources in a heterogeneous systems landscape. Role concepts
provide the foundation for modeling a user’s information demand.
Augmented by individual demand, the resulting extended role
concepts are used as special context information. In general, con-
text includes information that can be used to characterize the
situation of an interaction partner [4]. Here, the information of the
interaction partner user is depicted in a user context model. User
context is used to represent a user’s information demand by using
role concepts from the business and the individual perspective. If
this information was described by a domain specific language
(DSL), whose (abstract) syntax is based on the user context
model, our approach could be used for granting access privileges
automatically. However, the DSL is not discussed here. The chal-
lenges of the presented research consist in reducing the complex-



ity of administrating authorizations and in synchronizing the or-
ganizational information demand (business and functional roles)
with technical authorization concepts (technical roles). This can
be achieved by an appropriate modeling of user context, which is
suggested in the next Section.

2. STATE OF THE ART

Personalization aims at granting users (which are explicitly mod-
elled [2]) access to IT resources such as data and functions of IT
systems via formal business and technical roles that are both
compliant. Individualization includes not only formal, but also
informal role orientation, namely rights, duties and adaptation of
information selection and presentation to requirements, prefer-
ences and knowledge of a user [14]. Additionally, here, the in-

formal role orientation aims at the compliance of functional and
technical roles. Usually, individualization requires a continuous
process, in which feedback of a user leads to adjustments accord-
ing to a given situation [1]. In practice, the predominant method
for assigning privileges in complex application systems is the use
of roles. IT systems include authorization concepts, such as access
privileges and technical roles, as a set of rules that determine a
user’s access to functions and data. Access privileges represent
interrelations between subjects, objects and access activities; dur-
ing authorization, they are verified and confirmed. Technical roles
in heterogeneous system landscapes are object of interest in the
field of identity management, e.g., as ‘Identity as a Service’ [15,
3, 17], but the scientific world has previously paid little attention
to this issue (e.g., in [24, 26]). In a particular individual situation,
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Figure 1. User Context Model
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the information demand may change so that a user needs access
privileges that are not granted so far [27]. Kuhlmann et al. [12]
call this an assignment of functional roles that extend business
roles by additional user-specific functions or tasks. In [16], this is
called extra role behavior, where the user takes a new role in a
creative or even contradictory way. The situation-based approach
is an appropriate way to describe a person’s specific circum-
stances or conditions of life [15, 16, 13]. Therefore, context mod-
els are the most frequently discussed approach as their design is
sensitive to situational changes [4, 27]. Hence, situation orienta-
tion is context awareness.

3. MODELING USER CONTEXT
3.1 User Context

According to recommendations for context description [27], a
user's information demand should be represented using (1) a gen-
eral definition in natural language, (2) a formal representation as
user context model, and (3) an operational utilization of this
model by designing an appropriate (machine-readable) language.
This article deals with aspect (1) and (2), while (3) is subject of
ongoing work. Based on Section 2, the terms related to a user’s
context are pulled together here for the first time (see Fig. 1,
‘Meta level’) to realize individualization on IT level. User context
uses organizational formal or informal role concepts (see Fig.1,
level ‘Organizational structure’), which in turn include job or task
descriptions (see Fig. 1, level ‘Process organization’).

Defining User Context (see Fig. 1): The user’s information de-
mand, i.e. his (or her) need for IT resources, arises out of his task
and can be classified into objective and subjective information
demand. Source for objective information demand is the task de-
scription according to his job characteristics described in a busi-
ness role. The set of IT resources a user needs for the accom-
plishment of his task (process role) that is carried out in his posi-
tion (business role) is called technical role or IT role. Subjective
information demand contains requests for IT resources that extend
the user’s job description and thus lead to a functional role. The
discrepancy between objective and subjective information de-
mand is called a special situation within the user life cycle (i.e., a
condition of life). All things considered, user context represents
objectively as well as subjectively required IT resources for all
tasks that arise from a user's specific situation and is expressed by
business and functional roles. These roles have to be synchro-
nized with the set of all needed IT resources that are represented
by IT roles.

3.2 User Context and IT Roles

To enable context-aware and automatic granting of access privi-
leges, user context must be mapped to technical roles (IT roles).
To basically validate the definition provided in Section 3.1., au-
thorization concepts of SAP R/3' and UNIX (AIX, SOLARIS)
were investigated. Later we will investigate authorization con-
cepts of other systems as well in order to make the user context
model as generic as possible. The model depicted in Fig. 1 con-
tains the authorization concept of SAP R/3 [10, 6], AIX [7] and

! Authorization concepts of many software manufacturers base on
the authorization concept of SAP R/3. This, considering SAP
R/3 in Figure 1 ensures a broad application range.
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Solaris [7] in the different views of ‘IT” and is shortly explained
in the following.

Functions and data of a SAP system, which are accessed by
transactions, are secured by means of authorization objects.
These objects consist of fields whose values describe particular
access privileges in detail. The combination of different authori-
zations is called authorization profile. An authorization profile is
assigned to only one standard role. Composite roles are collec-
tions of standard roles and are assigned to SAP R/3 users —
according to their business roles.

In general, authorizations in UNIX, which are actually access
privileges, are described by names and support a user’s task. So-
laris resources are also accessed via profiles that determine au-
thorizations. Here, profiles are used as a collection of access
privileges as opposed to SAP systems, where (automatically gen-
erated) profiles are used for authorization checks and are a pre-
requisite for assigning technical roles to a user. In AIX systems,
authorizations are directly assigned to roles, which in turn as-
signed to an AIX user.

There are several methods for context modeling [23]. In this arti-
cle, UML class diagrams have been used. Fig. 1 depicts the result-
ing user context model and includes all terms discussed above.
The figure clarifies the synchronization of different role types
(business and functional as well as technical roles). By showing
the compliance between organizational and technical roles it is
validated that individualization on IT level can be achieved by
applying our definition of ‘user context’.

4. CONCLUSION

The paper has discussed terms and approaches to synchronize
distinct roles, which are defined from the perspective of organiza-
tions, individuals and IT systems. To practically achieve such a
synchronisation, user context was defined and modelled by UML
class diagrams. The design of an authorization model extends the
user context model. Context awareness includes the adaptation of
the user context model to changing situations or information de-
mand, respectively. In this way, the approach allows an individual
provision of IT.

The automatic provisioning of IT resources is part of ongoing
work and was delineated with the construction of a DSL. In fact,
there already exist opportunities for accessing heterogeneous
systems automatically on the basis of existing roles, e.g., in the
area of identity management. These approaches are not situation-
aware: Roles are created once and then remain static.

Goal of our future work is the design of a comprehensive authori-
zation model, which represents the diversity of authorization con-
cepts, and the integration of this model in the user context model.
Both authorization model and user context model shall provide
information for DSL construction in order to operationalize user
context awareness within a systems landscape.
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